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IDES Overview 

IDES is a secure managed file transfer service that is available to FIs and HCTAs to facilitate FATCA reporting. It is 
accessible to enrolled users over the Internet and will allow for the transmission of FATCA reporting in the 
approved FATCA XML Schema.  
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Section 2.1 – IDES Overview 

• Purchasing a digital certificate from a third-party provider, as well as safekeeping 
the certificate for encryption at the uploading stage.  

Obtaining Digital 
Certificate 

• This involves the account creation on the IDES portal, including submitting the 
GIIN and the digital certificate and receiving notification from the IRS that the 
account was approved following validation of the GIIN and Certificate.  

Enrolling on the IDES 
Portal 

• Reconciliation of the accounts on the core banking system to validate that all 
reportable accounts are properly tagged.  

• Ensuring that all the information needed for the report is ready in the required 
format.  

• Verifying that the XML report generated by the system adheres to the schema.  

Data Review 

• Binding the reports with the key provided by the IRS and compressing them.  
• Encrypting the file  and submitting it to the IRS and receive notification from the IRS 

that the file was accepted.  
Report Submission 



IDES Process – Obtaining a Digital Certificate 
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Section 2.2 – Obtaining a Digital Certificate 

A digital 
certificate binds 
an identity to a 
public key 

The individual 
identified in the 
certificate has 
possession and control 
over the private key 
associated with the 
public key found in the 
certificate 

Certificates and their 
related private keys 
are used to sign and 
decrypt messages 
between the sending 
party and the IRS 

 

 

The user will provide 
the certificate to IDES 
during the enrolment 
process 



IDES Process – List of IRS-approved CAs 
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Section 2.2 – Obtaining a Digital Certificate 

• SSL Plus Digicert 

• Standard SSL Entrust 

• Organization SSL GlobaSign 

• TrustID Server (SSL) 
• Organization non SL 

IdenTrust 

• Start SSL EV  StartCom 

• Secure Site SSL Symantec/Verisign 

• SSL Web Server Thawte 

A certificate authority (CA) issues a certificate after an identity proofing process to verify the certificate owner  



IDES Process – Home Tabs Overview 
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Section 2.3 – Home Tabs Overview 



IDES Process – Home Tabs Overview 

18 

- عمل ورشة • العراقي المركزي البنك الأجنبية للحسابات الضريبي الالتزام قانون  

Section 2.3 – Home Tabs Overview 



IDES Process – Enrolment 
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Section 2.4 – Enrolment Process 

Begin Enrolment 

Select Institution Type 

Input & Confirm GIIN 

Generate Challenge Questions 



IDES Process – Enrolment 
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Section 2.4 – Enrolment Process 

Submit User Profile Info 

Select Alert Preferences 

Upload Digital Certificate 

Validate Certificate 



IDES Process – Enrolment 
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Section 2.4 – Enrolment Process 

Ensure receipt 
of confirmation 

email from IDES 
help desk & Log 

In as the FI 
administrator  



IDES Process – Administrative Functions 
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Section 2.5 – Administrative Functions 

Update  
Certificate 

Update  
Alert 

Preferences 

Add, Disable, 
Or Enable  

User 

Reset  
Password 

 
Create  

Metadata  
File 

Download 
IRS Public 

Key 

1 

5 
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Data Elements 
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Section 3.1 – Data Elements 

03 
Electronic filing requirements 

A financial institution is required to file 
Form 8966 electronically, irrespective of 
the number of Forms filed 
 

04 
2014 calendar year 

The PFFI must report any identified U.S. 
account or an account held by an ODFFI 
or nonparticipating FFI as of December 
31, 2014 if such account was outstanding 
on July 1, 2014 

8966 
Reporting 

Criteria 

When to file 

8966 is required to be filed for the 2014 
calendar year on or before March 31, 2015 

02 
Extension of time to file 

An automatic 90-day extension of time 
to file Form 8966 will be provided to all 
filers without the need to file any form or 
take any action  

01 



Data Elements 
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Section 3.1 – Data Elements 

Pooled Reporting 

3-Digit 
Currency 

Code 

Full 
Name, 

Address 
and TIN 

Account 
Number 

Account 
Balance 
or Value 

Payments 
made 

during 
the year 

Individual 
Reporting 

Pooled 
Account 

Aggregate 
Balance 

Account 
Count 

Pooled 
Reporting 

Type 

FATCA201 = Recalcitrant account holders with US Indicia  
FATCA202 = Recalcitrant account holders without US Indicia  
FATCA203 = Dormant Accounts  
FATCA204 = Non-participating foreign financial institutions  
(Not applicable this year) 
FATCA205 = Recalcitrant account holders that are US persons   
FATCA206 = Recalcitrant account holders that are passive NFFEs 



Form 8966 
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Section 3.2 – Form 8966 



Form 8966 
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Section 3.2 – Form 8966 
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FATCA XML Report Preparation 
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Section 4.1 – FATCA XML Report Preparation 



Encryption Software – 8966 Pro 
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Section 4.2 – Encryption Software 



Encryption Software – OPES  
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Section 4.2 – Encryption Software 



Encryption Software – FircoSoft 
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Section 4.2 – Encryption Software 



Encryption Software – FircoSoft 

33 

- عمل ورشة • العراقي المركزي البنك الأجنبية للحسابات الضريبي الالتزام قانون  

Section 4.2 – Encryption Software 
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Creating Sender Metadata File 
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Section 5.1 – Creating Sender Metadata File 

Accounts not 
Required to be 

Reviewed, 
Identified or 

Reported  

Pre-existing 
Individual 

Account with 
a balance that 

does not 
exceed 

$50,000 as of 
June 30, 

2014 

Pre-existing 
Individual Account 
that is a Cash Value 
Insurance Contract 

or an Annuity 
Contract with a 

balance or value of 
$250,000 or less as 

of June 30, 2014  
Users can create  

a sender metadata  
file to ensure  

that recipients  
accurately process  
FATCA XML files  
and notifications  

 

The FATCA Sender 
Metadata XML file is 
created using the 
FATCA Metadata 
XML Schema v1.1  

All FATCA partners 
must provide the 
values for the 
elements in the 
sender metadata file 

The file name is 
“FATCAEntitySenderId_
Metadata.xml.”  

Users can use the 
template metadata 
file, available in 
XML format, to 
attach to the 
payload before 
uploading to IDES 



Creating FATCA Data Packet 
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Section 5.2 – Creating FATCA Data Packet 

A FATCA data packet 
 is an archive  

in .zip format that  
is transmitted  
through IDES 

 
• It should be created 

using one of the 
compatible data 
compression tools* 

 
• IDES only accepts 

transmission archives 
with the .zip 
extension. Data 
packets that are not in 
.zip format will be 
deleted.  

Tools* Version Host System 

WinZip 17.5 Windows 

7-Zip 9.2 Windows/Linu
x 

Windows zip utility N/A Windows 

Linux/Unix zip utility N.A Linux/Unix 

Apple archive utility  OSX 10.3 MAC 



FATCA Report Transmission 
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Section 5.3 – FATCA Report Transmission 

IDES assigns a unique 
“TransmissionID” in the email 
(included in both IDES system 

alerts and IRS notifications) 

After the archive is 
uploaded and 

transmitted, IDES 
sends an alert to the 
authorized user via 

email  

If the upload and 
IDES file checks are 

successful 

If there is an error 

The IDES alert provides an 
appropriate error code in the 

email 



IRS Notifications & Alerts 
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Section 5.4 – IRS Notifications & Alerts 

IDES sends 
email to 

authorized 
user 

User downloads and unzips the 
notification message archive  

(or directly processes the elements 
contained in the IRS notification) 

IRS sends 
notification 

User 
accesses 
the IDES 
Gateway* 

IRS Notifications are 
responses to an FI or 

HCTA to state whether 
the file was processed 
correctly or contained 

errors 

 
A notification is a  

transmission archive or  
data packet that  

contains encrypted  
documents available  

for download  
(Generally available  

for 7 Days) 

*The IDES Gateway may be 
used to access, upload or 

download files. It also 
displays files that are 
pending approval or 

rejection 
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Appendices 
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